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3.2.1 Create VM

Step 1. Loginto Hyper-V Manager with the admin account and go to the

Hyper-V page. Right-click the server name and choose New > Virtual Machine

to enter the New Virtual Machine Wizard, as shown below.

| Hyper-V Manager
i wiN-DE8PBU293B10

== New Virtual Machine wWizard >
Wiryy
Mar|
& d (=] Before You Begin
Gl
" 5 vou Begin This wizard helps you create a virtual machine. You can use virtusl machines in place of physical
- r & variety of uses. You can use this wizar configure the virtual machine now, and
| Me| E=Tviimman iz you can change the configuration later using Hyper-¥ Manager.
Fl 2 Specfy Generation

To create a virtual machine, do one of the following:

Assign Memary

= Click Finish to create a wirtual machine that iz configured with default values,

Configure Networking = Click Mext to create a virtual machine with a custem configuration.
Connect Virtual Hard Disk

Installation Options

Summary

[ Do not show this page again

Step 2. Click Next. Set Name and Location, as shown in the following figure.

E ‘WIN-DEPBU293B10

Virtual

Narnef

Machines
0 New Virtual Machine Wizard

] Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Spedfy Generation ine, such as the name of the guest operating system or workload.

Assign Memory Name: |STA_DDl |
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't selecta
Connect Virtual Hard Disk folder, the virual machine is stored in the default folder configured for this server,
Installation Options Store the virtual machine in a differgnt location
Summary Location: |D:\Hyper7\iETA_UE|1U Browse...
Zi% I youplarr to-take thetkpotmts of this virtual machine, select a location that has encugh free

space. Checkpoints indude virtual machine data and may require a large amount of space.

< Previous Finish Cancel
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Step 3. Click Next. Choose the VM generation (Generation 2 is

recommended), as shown below.

‘per-V Manager
WIN-D8PBU293B10

Chey

STA]

|

28 Mew Virtual Machine Wizard X

a3 Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location () Generation 1

& Specify Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

virtual hardware which has been available in all previous versions of Hyper-V.
Assign Memary

Configure Networking @ Generation 2
% vir toal machine generation provides support for newer virtualization features, has UEFI-based

TS I e D firmware, and requires a supported 64-bit guest operating system.

Installation Options
P A Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

< Previous Finish Cancel

Pr— .

Step 4. Click Next. Set Startup memory, as shown in the following figure. For

details, see the resource allocation part in Chapter 2.1 (STA with an 8-core CPU

and 8 GB of memory as an example).

dyper-V Manager
E WIN-D&PBU293B10

wNOTICE

m

i i i i i N -

3
3
E|

Chey

STA

= MEW VIILUGL IVIZLIITE VWiLdid ~

3 Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specdify an amount from 32

Specify Name and Location ME through 12582912 MB. To improve performance, specify more than the minimum amount

recommended for the operating system.
Specify Generation e e ME

[ Use Dynamic Memary for this virtual machine.
Configure Networking

o When you decide how much memory to assign to a virtual machine, consider how you intend to

Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous Finish Cancel

Do not select Use Dynamic Memory for this virtual machine. Otherwise, traffic mirroring

will fail.
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Step 5. Click Next. In the Configure Networking page that appears, click
Next, as shown in the following figure. The Connection doesn’ t required to set

first, you can set it later.

& Hyper-v Manager = NEW VITLUGI MIGLINNE VYIdrT ~
B WiN-D8PBU293B10 ok
Na .
=] i Configure Networking
E 3 Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
E 4 5pedfy Name and Location virtual switch, or it can remain disconnected.
E = Specify Generation Connection: | Not Connected w

Assign Memory
Connect Virtual Hard Disk
Installation Options

Chey
Summary

STA

’7 < Previous | Next = Finish Cancel

Step 6. Select Connect Virtual Hard Disk and set Name, Location, and Size,
as shown in the following figure. For details, see the system disk size

configuration part in Chapter 2.1 VM Resources.

EH Mew Virtual Machine Wizard

2| Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the
storage now or configure it later by modifying the virtual machine’s properties.

Specfy Mame and Location
(® Create a virtual hard disk

IUse this option to create a YHOX dynamically expanding virtual hard disk.

Specify Generation

Assign Mernory

Configure Networking Mame: |STA_DD 1.vhdx |

Connect Virtual Hard Disk Location: [D:\Hyper-V\STA_001\STA_001\Wirtual Hard Disks) || Browse...
Installation Options
Size: GB (Maximum: 64 TB)

Summary

() Use an existing virtual hard disk
Use this option to attach an existing VHDX virtual hard disk.

Di\Hyper-VY

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

Step 7. Click Next. On the Installation Options page, select Install an
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operating system later and click Next, as shown below.

3 pew Virtual Machine Wizard *

2 Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it

later.
Specify Mame and Location S

Specify Generation (®) Install an operating system later

Assign Memaory () Install an operating system from a bootable image file
Configure Metworking

Connect Virtual Hard Disk

Installation Options

Summary

< Previous Mext = | Finish Cancel

Step 8. Check whether the configurations are correct on the Summary page,

as shown below.

EH Mew Virtual Machine Wizard pas
== | Completing the New Virtual Machine Wizard
Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

followi irtual chine.
Specify Mame and Location EhtE e R

Specify Generation Description:

Assign Memory Mame: STA_001

Configure Networking Generation: Generation 2

) ) Memory: 8192 MB
Connect Virtual Hard Disk Metwark: Mot Connected
Installation Options Hard Disk: D:\Hyper-¥\STA_001VSTA_D01Wirtual Hard Disks\STA_001.vhdx {VHDX, dynamic

Operating System: Wil be installed at a later time

< >

To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel

Step 9. Click Finish. The VM is successfully created.
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3.2.2 VM Configuration

Step 1. Right-click the created VM and choose Setting. The configuration

page is displayed, as shown below.

7 Settings for STA_DD1 on WIN-DEPEU233B10 — =
STA_DO1 ~ [ ]
|$t Hardware B* Add Hardware
Bl Firmware You can use this setting to add devices to your virtual machine.

Select the dewvices you want to add and dick the Add button.

Boot from Metwork Adapter

. Security
Secure Boot enabled Network Adapter

W Memory RemoteFX 3D Video Adapter
8192 MB Fibre Channel Adapter

I} Processor
1 Virtual processor
= & scsI Controller
- Hard Drive
STA_001.vhdx
@ Metwork Adapter
Mot connected

Add

You can increase the storage available to a wvirtual machine by adding a SCS5I controller
and attaching virtual hard disks to it.

% Management
1 Mame
STA_DO01
D Integration Services

Some services offered
& Checkpoints

Production
[SI= i . i
wa Smart Paging File Location
D:\Hyper-V\STA_001\STA_001
Automatic Start Action
Restart if previously running
Automatic Stop Action
Save

Cancel Apply

Step 2. Add a data disk. Choose Add Hardware > SCSI Controller and click

Add, as shown in the following figure.

STA_DO1 ~ | - ]

A _Hardware B* Add Hardware
Firmware You can use this setting to add devices to your virtual machine.

Select the devices you want to add and dick the Add button.

Boot from Metwork Adapter

. Security
Secure Boot enabled Metwork Adapter

W Memory RemoteFX 30 Video Adapter
8192 MB Fibre Channel Adapter

] Processor
1al processors
= &l scsI Controller
== Hard Drive
STA_001, vhdx
@ Metwork Adapter
Mot connected

Add

You can increase the storage available to a virtual machine by adding a SCSI controller
and attaching virtual hard disks to it.

£ HManagement
Mame
STA_0D01
D Integration Services
Some services offered
@, Checkpoints
Production
wm Smart Paging File Location
D:\Hyper-V\STA_001\STA_001
m Automatic Start Action
Restart if previously running
"= Automatic Stop Action
Save

5]

Cancel Ap
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Step 3. The following page is shown.

STA_001 ~

D

% Hardware
r Add Hardware
[ Firmware

Boot from Metwork Adapter
. Security

Secure Boot enabled
W Memory

8192 MB
1 Frocessor
processors
= &l 5CsI Contraller
s Hard Drive

STA_001.vhdx

@ Metwork Adapter
Mot connected

A Management

MName

STA_001
Integration Services

Some services offered
#, Checkpeints

Production
ﬁ Smart Paging File Location
D:\Hyper-v\sTA_001\5TA_D01
Automatic Start Action
Restart if previously running
E‘E' Automatic Stop Action

Save

Step 4. Click Hard Drive and click Add. On the page that appears, click New,

as shown below.

TA_0D1 =

&l scsI controller

You can add hard drives and CD/DVD drives to your SCSI controller or remowve the SCSI
controller from the virtual machine.
select the type of drive you want to attach to the controller and then dick Add.

rive
Shared Drive

add

‘You can configure a hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive to the controller.

To remove the SCSI controller from this virtual machine, dick Remove. All virtual hard
disks attached to this controller will be removed but not deleted.

Remove

Apply

Cancel

L ]

% Hardware
l" Add Hardware
3 Firmware
Boot entry changes pending
. Security
Secure Boot enabled
W Memory
8192 MB
+ [} Processor

CESSOrs
=1 &l scsI Controller
- Hard Drive
STA_001.vhdx
3 @&l sCsI Controller
Hard Drive
<file>
+ @ Metwork Adapter
Mot connected

% Management

MName
STA_001
D Integration Services
Some services offered
# Checkpoints
Production
BE " . .
w Smart Paging File Location
D {Hyper-viSTA_001\STA_001
E:. Automatic Start Action
Restart if previously running
E‘g. Automatic Stop Action
Save

== Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
wirtual machine from starting.

Controller: Location:
SCSI Controller s~ | |0 {in use) e
Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Specify the full path to the file.

(®) Virtual hard disk:

Browse...

o If the physical hard disk you want to use is not listed, make sure that the
disk iz offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remowve. This disconnects the disk but does not
delete the assodated file.
Remove

Apply

Cancel

Version 01 (Apr.17, 2023)
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Step 5. The New Virtual Hard Disk Wizard page is shown. Click Next.

== MNew Virtual Hard Disk Wizard
o= Before You Begin

Before You Begin This wizard helps you create a new virtual hard disk. Virtual hard disks provide storage for virtual
i machines and are stored on physical media as .vhdx files.

Choose Disk Type

Specify Name and Location

Configure Disk

Summary

[ o not show this page again

Mext > I Finish Cancel

Step 6. Click Choose Disk Type on the left and select Dynamically

expanding, as shown in the following figure.

= Mew Virtual Hard Disk Wizard
- Choose Disk Type

Before You Begin What type of virtual hard disk do you want to create?

Choose Disk T ) Fixed size

Spedify Name and Location This type of disk provides better performance and is recommended for servers running applications

with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
i I ange when data is deleted or added.

Configure Disk

Summar

Y (®) Dynamically expanding
This type of disk provides betfer use of physical storage space and is recommended for servers
running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

() Differendng

This type of disk is assodated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, so that you can revert the changes easily. All children must have the same virtual hard disk
format as the parent (VHD or YHDX).

< Previous Finish Cancel
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Step 7. Click Next. Set Name and Location, as shown in the following figure.

wn Mew Virtual Hard Disk Wizard

X
= Specify Name and Location

Before You Begin Spedify the name and location of the virtual hard disk file.

Choose Disk Type Name: |5TA_DDl_data.vhdx |

i Location: [D:\Hyper-V\STA_001\STA_001Y || Browse...

Summary

< Previous Finish Cancel

Step 8. Click Next. Set the virtual hard disk Size, as shown in the following
figure. For details, see the data disk size configuration in Chapter 2.1 VM
Resources.
- Mew Virtual Hard Disk Wizard >

— Configure Disk

Before You Begin You can create a blank virtual hard disk or copy the contents of an existing physical disk.

Choose Disk Type @) Create a new blank virtudl hard disk

Specify Mame and Location

Size: 500 GB (Makimum: 64 TB)
() Copy the contents of the specified physical disk:
Summary

Physical Hard Disk Size
W \PHYSICALDRIVED 37254 GB
W \PHYSICALDRIVE L 447 GB

() Copy the contents of the specified virtual hard disk

< Previous Finish Cancel

The size of a vSTA must be 128 GB or higher.
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Step 9. Click Next and then click Finish. Click Apply and OK in sequence on

the configuration page, as shown in the following figure.

STA_ 001 e » (5]

& Hardware = Hard Drive
!" Add Hardware
B8 Firmware

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the

. Boot entry changes pending virtual machine from starting.
Security . . .
Secure Boot enabled Ct i Pocalion:
e Memory SCSI Controller ~ | |0 {inuse) ~
5122 MEB Media
I:' Frocessor You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
¥ EOCESSors by editing the associated file. Specify the full path to the file.
= &l scsI Controller @) virtual hard disk:
wms Hard Drive
STA_001.whdx
= SCSI Controller Mew Edit Inspect Browse...
=== Hard Drive
sTA_001_data.whdx
' Metwork Adapter
Mot connected
# Management @@ If the physical hard disk you want to use is not listed, make sure that the
[x] Mame disk is offline. Use Disk Management on the physical computer to manage
STA physical hard disks.
| Integration Services
=l - 9! L To remove the virtual hard disk, dick Remowe. This disconnects the disk but does not
Some services offered -
delete the assodated file.
& Checkpoints
Production Remowve
'?-'? Smart Paging File Location

D:'\Hyper-WASTA_001\STA I
[ Automatic Start Action

Restart if previously running
E. Automatic Stop Action

Save

Cancel

Step 10. On the Security page, deselect Enable Secure Boot and click Apply,

as shown in the following figure.

~ - L+

e . Security

Microsoft Windows

Learn more about virtual machine security.

_/i\._ Some settings cannot be modified because the wvirtual machine was in the following
state when this window was opened: running.
To modify a setting that is unawvailable, shut down the wvirtual machine and then
reopen this window.

01 -
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Step 11. On the Memory page, check whether the value of RAM is the same as

required. If you change the value, click Apply, as shown in the following figure.

W@ Memory

Specify the amount of memory that this virtual machihe can use.
FLAM: 8192 MB

Dynamic Memory

You can allow the amount of memory available to this virtual machine to change
dynamically within the range you set.

512

1048576

20

ik

Memory weight
Specify how to prioritize the awvailability of memaory for this virtual machine
compared to other virtual machines on this computer.

Loww ' High

o Specifying a lower setting for this virtual machine might prevent it from
starting when other virtual machines are running and awvailable memory is low.

& Some settings cannot be modified because the virtual machine was in the following
state when this window was opened: running.
To modify a setting that is unawvailable, shut down the virtual machine and then
recpen this window.

Cancel

| ]

Step 12. Change the number of processors. Select Processor on the left. On

the page that appears, set the Number of virtual processors to 8 and click

Apply and OK, as shown in the following figure. (Using STA with an 8-core CPU

and 8 GB of memory as an example.)

STA_001

~ 4 |

% Hardware

-~ EI Processor

F* add Hardware
[ | Firmware

You can modify the number of virtual processors based on the number of processors on
the physical computer. You can also modify other resource control settings.

Resource control

You can use resource controls to balance resources among virtual machines.

Mumber of virtual processo

- Hard Drl\-'e

_

Metwork Adapter

switcho

[

"]
Metwork Adapter
switch1

Metwork Adapter

switch2

[

"]

[

"]

»

Management

I} Processor
8 Virtual processors
=1 &l SCST Controller

Lo

Virtual machine reserve (percentage):

Percent of total system resources: o
Wirtual machine limit {percentage): 100
-0 Percent of total system resources: 12
Relative weight: 100

DrHyper-V\STA_D

[ Automatic Start Action ~

Cancel Apply
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Step 13. Configure the network adapter for the Hyper-V server. Then, right-
click the server, choose Virtual Switch Manager > External, and click Create

Virtual Switch, as shown in the following figures.

O O [EAL] (LR

| | Wirtnal Marhinac
|@ WIN-DBPEU?_!l New ,

Import Virtual Machine...

Hyper-V Settings...
Virtual Switch Manager...
Virtual S5AN Manager...

% Create virtual switch

What of virtual switch do you want to create?

Internal
Private

Create Virtual Switch

Step 14. Go to Control Panel > Network and Internet > Network
Connections on this computer and find the network adapter configured with
the corresponding IP address. The switch created later will be bridged to this
network adapter as the outbound management interface. For example, the IP
address configured for Ethernet 6 is used, and the corresponding network

adapter name is Intel (R) Ethernet Connection X722 for 1GbE.

4 UE' 5 Control Panel > Metwork and Internet > Metwork Connections » v & Search Metwork Connections £
janize ¥ 5= - m €
Gl vEthemet (cth0) | W AR 2 [ e LAY 3
-l e o Metwork cable unplugged o Metwork cable unplugged
@ Hyper-V Virtual Ethernet Adapter 3§ @2 Intel(R) 82509 10 Gigabit Dual Por... 3§ @2 Intel(R) 82509 10 Gigabit Dual Por...
ik LXXM} -L" LAXE 5 L. LA 6
s0¢_ Network cable unplugged s _ MNetwork cable unplugged ] Enabled

.‘R'E" Intel(R) 1350 Gigabit Metwork Con... x 1‘(’3’" Intel(R) 1330 Gigabit Network Con... = = Intel(R) Ethernet Connection X722...

- LAER 7 L“ LAKR 8 [ LiFR 9 Intel(R) Ethernet Connection X722 for 1GhE
E,E Metwork cable unplugged = \,! Network cable unplugged = _ Disabled

e Intel(R) Ethernet Connection X722... 3§ = Intel(R) Ethernet Connection X722... o Intel(R) Ethernet Connection X722...

Step 15. Go back to the VM creation page. First, set Name to switchO (or any
name) and External network to Intel (R) Ethernet Connection X722 for
1GbE. Next, select Allow management operating system to share this
network adapter. Lastly, click Apply, and the management interface

configuration is complete, as shown in the following figure.
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wim  Virtual Switch Properties

Mame:

|s'.-x'ib\:|'|lil|

Motes:

Connection type

What do you want to connect this virtual switch to?
(®) External network:

Intel{R) Ethernet Connection X722 for 1GbE e

Allow management operating system to share this network adapfer

() Internal metwork
() Private netwark

VLAMN ID
[C] Enable wvirtual LAM identification for management operating system

Remove

SR-I0OV can only be configured when the virtual switch is created. An external

wirtual switch with SR-IOV enabled cannot be converted to an internal or private
switch.

Cancel Apply

(\ NOTICE

The management interface to be added must share the same network adapter with the
dependent physical machine in bridge mode. If this option is not selected, the physical

machine may fail to connect to the network.

Step 16. Add the management interface for the VM.

Right-click the STA VM STA_001, choose Setting > Add Hardware > Network

Adapter, and click Add, as shown in the following figure.
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STA_0O1

> L]

# Hardware

E; Add Hardware I
Firmware

I} Processor
= Ell scsI Controller
Hard Drive
STA_001.vhdx

= &l scsI Controller
== Hard Drive

STA_DO1_data.

Metwork

is]
e

1anagement

L8 0B

c Start Action
Restart if previously ru
Automatic Stop Action

m

5

5

E* Add Hardware

You can use this setting to add devices to your virtual machine.

Select the devices you want to add and dick the Add button.

SCSI Controller
Ml ri=twork Adapter

Remoterx 3D Video Adapter
Fibre Channel Adapter

virtual machines are created with one network adapter. You can add additional network
adapters as needed.

Step 17. Select switch0 and click Apply, as shown in the following figure.

L Metwork Adapter

wWirtual switch:
switchO

WLAM ID

Specify the configuration of the network adapter or remowe the network adapter.

—

[1 Enable wirbtual LAM identification

2

Bandwidth Management
[1 Enable bandwidth managem=nt

o

To remove the network adapter from this wvirtual machine, dick Remowve.

Remowve

Cancel

Step 18. Configure the mirror interface. You can mirror traffic through a virtual

switch or SR-IOV passthrough as follows. The STA VM configured in method 1

may have traffic disorder; The STA VM configured in method 2 will have more

stable traffic. Therefore, it is recommended to use method 2.

Method 1:

1) Follow step 17 to add switch1 and switch2. Then, select different network

adapters as mirror interfaces, deselect Allow management operating

system to share this network adapter, and click Apply and OK in

sequence, as shown in the following figure.
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=T, Wirtual Switch Propertes

| |swib:h a| | |

MMotes:

Connecton type

et ol o i tasml itk to?
() External network:
Intel{R) 82599 10 Gigabit Dual Port Metwork Connection =2 ~—
[ Allow management operating system to share this network adaptgr
) Imternal network
) Private nebtwork
VLAMN ID
=
Remowve

W SR-IOV can only be configured when the wvirtual switch is created. An external
wirtual switch with SR-I0OV enabled canmot be convertaed to an internal or private

switch.
Cancel T

2) Add the network adapter for the VM.

Right-click the STA VM STA_001, choose Setting > Add Hardware > Network

Adapter, and click Add, as shown in the following figure.

STA_DO1 ~ > [ ]

# Harvdware H* Add Hardware

Add Hardware
ST —— You can use this setting to add devices to your virtual machine.

Select the dewvices you want to add and dick the Add button.

Eoot from Network Adapter

W sSecurity
Secure Boot enabled

W Memory RemoteFX 30 Video Adapter
8192 MB Fibre Channel Adapter

1 Processor

DCESSOrs
o et conteler

s Hard Drive
wWirtual machines are caeated with one network adapter. You can add additional network

STA_001.vhdx
= @8 scs1 controller adapters as needed.

== Hard Drive
STA_001_data.whdsx
@ Metwork Adapter
Mot connected
% mManagement
X7 mMame
STA_001
[T Integration Services
Some services offered
| Checkpoints
Production
e Smart Paging File Location

D:\Hyper-ViSTA_001\STA
[ Automatic Start Action

Restart if previously running
s Automatic Stop Action

Save

Select switch1 and click Apply, as shown in the following figure.
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L Metwork Adapter

Virtual switch:
switch 1

WLAM IO
[] Enable wvirtual LAM identification

2

Bandwidth Management
[1 Enable bandwidth management

Specify the configuration of the network adapter or remowe the network adapter.

o

To remowe the network adapter from this wvirtual machine, dick Remowve.

Remowe

Cancel

[ o |

Set the Virtual switch to the network adapter's name corresponding to the

mirror interface, and click Apply and OK in sequence.

In addition, to ensure the STA traffic auditing, perform the following steps:

Select the configured mirror interface switch1 and choose Network
Adapter > Advanced Features on the left. On the page that appears, set

Mirroring mode to Destination and click Apply and OK in sequence, as

shown in the following figure.

STA_001 4 P L)
® Hardware pretending to be DHCP servers. -~
B* Add Hardware [1 Enable DHCF guard
B Firmware
. ! e Router guard
Router guard drops router advertisement and redirection messages from
= unauthorized virtual machines pretending to be routers.
[] Enable router advertisement guard
I} Processor
ual processors Protected network
= &= Mowe this virtual machine to another duster node if a network disconnection is
detected.
Protected network
= e
Port mirroring
= &8 Port mirroring allows the nebwork traffic of a virtual machine to be monitored by
= copying incoming and outgoing packets and forwarding the copies to another
; ' e -
= e
H Mirroring mode: Destination -~ |
= MIC Teaming
You can establish MIC Teaming in the guest operating system to aggregate
Hardware Acceleratiol bandwidth and provide redundancy. This is useful if teaming is not configured in
Advanced Features the management operating system.
# HManagement [] Enable this network adapter to be part of a team in the guest operating
system
[ba
When this option is deared, a team created in the guest operating system will
= lose connectivity if one of the physical network adapters stops working.
=
[} Dewvice naming
Device naming causes the name of the network adapter to be propagated into
=15] supported guest operating systems.
~

[ 1 Enable device naming

Cancel I:l
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Open PowerShell on this computer as the admin and run the following

commands:

$VMSwitchPortFeature = Get-VMSystemSwitchExtensionPortFeature -

FeatureName 'Ethernet Switch Port Security Settings'
$VMSwitchPortFeature.SettingData.MonitorMode = 2

Add-VMSwitchExtensionPortFeature -ExternalPort -SwitchName 'switch1'
-VMSwitchExtensionFeature $VMSwitchPortFeature #

As shown below:

wSwitchExtensionFor tFeature

$HSwitchPortFeatiurc,

LnoTE

$VMSwitchPortFeature = Get-VMSystemSwitchExtensionPortFeature -FeatureName

'Ethernet Switch Port Security Settings' # Select the extended feature - switch port security

settings class.

$VMSwitchPortFeature.SettingData.MonitorMode = 2 # MonitorMode parameter

description: (0 indicates none; 1 indicates destination; 2 indicates source).

Add-VMSwitchExtensionPortFeature -ExternalPort -SwitchName 'switchl' -
VMSwitchExtensionFeature $VMSwitchPortFeature # Add this feature to the virtual
switch ""switchl", which is the name of the mirror interface set in Virtual Switch

Manager. The switch name can set it according to the virtual switch name.

Method 2:

1) Use an official script provided by Microsoft to check whether the network
adapter supports SR-IOV passthrough:

https://github.com/MicrosoftDocs/Virtualization-

Documentation/blob/main/hyperv-samples/benarm-powershell/DDA/survey-

dda.ps1

Download survey-dda.ps1 to a local folder, and execute it in PowerShell, as

shown below:

I

v—dda. psl

If the green part in the figure below appears, it means the network adapter
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supports SR-IOV passthrough.

Ethernet

xprezz Endpoint — more secure
ind its interrupts : : ; t can work.
CIROOT (17 IHPCI HPCI

2) Check the Memory settings of the STA VM on hyper-v.

Deselect Enable Dynamic Memory, as shown in the figure below.

STA_001 ~ 4 p [+ ]

& Hardware ~ [r—
B* add Hardware

Specify the amount of memory that this virtual machine can use.
RAM: 8192 MB

Dynamic Memory

dynamically within the range you set.

a8 Virtual O N I [] Enable Dynamic Memory |
=1 &l scsI Controller ==
| Hard Drive
STA_DO1.vhd 1048576
DVD Drive
=1 &l scsI Controller
| Hard Drive
STA_001_data.vhdx 20 =

# H Metwork Adapter
switchO Memory weight
= L Metwork Adapter Specify how to prioritize the availability of memeory for this virtual machine
compared to other virtual machines on this computer.
# [ Metwork Adapter
- Low ' High

A Management

@ spedfying a lower setting for this wirtual machine might prevent it from

S Smart Paging File Location

b Automatic Start Action o

Caneei

You can allow the amount of memery available to this virtual machine to change

starting when other virtual machines are running and available memory is low.

On the Automatic Stop Action page, select Turn off the virtual machine and

click Apply and OK in sequence to save all the modified settings, as shown in

the following figure.

[l Automatic Stop Action
Wwhat do you want this virtual machine to do when the physical computer shuts down?

() Sawve the virtual machine state

Hyper-¥ will reserve disk space equal to the amount of memory used by the virtual
machine when it is running so that memory can be written to disk when the physical

ek
=

(®) Turn off the virtual machine
() Shut down the guest operating system

The integration service that controls shutting down the guest operating system
must be installed and enabled on the virtual machine.

Cancel |:|
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3) Configure network adapter passthrough.

After closing the STA device, right-click the device in Device Manager >
Network adapters to enter the Property page, and select Details > Location
paths to find the name and location path of the network adapter that needs to
enable SR-IOV passthrough. Please configure this based on the actual situation.
The network adapter selected here is Intel(R) 82599 10 Gigabit Dual Port
Network Connection #2, and the location path is
PCIROOT(5D)#PCI(0000)#PCI(0001), as shown below:

A
File Action View Help

e FE HE B EXE Intel(R) 82599 10 Gigabit Dual Port Network Connection £2 Proper.. .
& Display adapters

i Firmware Events Resources Power Maprag
=z IDE ATA/ATAPI controllers General Advanced Driver

[a-ﬂ Intel(R} 82555 10 Gigabit Dual Port Network Connection #2

@ Mice and other pointing devices
[ Monitors

~ [ Network adapters
[ Hyper-V Virtual Ethernet Adapter Location paths v
Valie
Intel(R) 82599 10 Gigabit Dual Port Network Connection #2 ]
Intel(R) Ethernet Connection X722 for 1GBE |_ PCIROCT(5D}#PCI0000}=PCI(0001)

(5 Intel(R) Ethemet Connection X722 for 1GBE £2 L ( ( CI0001)
@ Intel(R) Ethernet Connection X722 for 1GbE #3
f_f‘ Intel(R) Ethernet Connection X722 for 1GbE £4
@ Intel(R) 1350 Gigabit Network Connection

@ Intel(R) 1350 Gigabit Network Connection #2
I WAN Miniport (GRE)

P WAN Miniport (IKEv2)

[ WAN Miniport (IP)

I WAN Miniport (IPvE)

I WAN Miniport (L2TP)

I WAN Miniport (Network Monitor)

[ WAN Miniport (PPPOE)

5 WAN Miniport (PPTP) Cancel

WARN Miniport (S5TP)
P

4) Execute the following command in Powershell as an administrator to set SR-
IOV passthrough. Replace the values of $devname, $locationpath, and

$VmName as required.

¢ $devname indicates the name of the hardware device that needs to be
passed through. In this scenario, it is Intel(R) 82599 10 Gigabit Dual Port

Network Connection #2.

e $locationpath indicates the location path of the hardware device that
needs to be passed through. In this scenario, it is
PCIROOT(5D)#PCI(0000)#PCI(0001).

e $VmName indicates the specified VM name. In this scenario, it is STA_001.

e $devname ="Intel(R) 82599 10 Gigabit Dual Port Network Connection #2'

e $locationpath ='PCIROOT(5D)#PCI(0000)#PCI(0001)'
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e $VmName ='STA_001'
e # Disable the device

Disable-PnpDevice -Instanceld (Get-PnpDevice -FriendlyName

$devname).Instanceld
e #Uninstall the hardware
Dismount-VMHostAssignableDevice -LocationPath $locationpath -Force

e # The VM cannot be suspended or live migrated, so the automatic

shutdown action must be set to ACPI shutdown or hard shutdown.
Set-VM -Name $VmName -AutomaticStopAction TurnOff
e #Assign the device to the specified VM.
Add-VMAssignableDevice -VMName $VmName -LocationPath $locationpath
e # Check the information of the hardware device to be passed through

Get-VMAssignableDevice -VMName $VmName

LLNoTE

If you want to rebind the network adapter to another VM, you need to unbind it from the

current VM as follows:

Execute the following command in Powershell as an administrator. Values of $devname,

$locationpath, and $VmName need to be replaced as required.
# $devname indicates the name of the hardware device that needs to be passed through.

# $locationpath indicates the location path of the hardware device that needs to be passed

through.

# $VmName indicates the specified VM name.

$devname = 'Intel(R) 82599 10 Gigabit Dual Port Network Connection #2'
S$locationpath = 'PCIROOT(5D)#PCI(0000)#PCI(0001)'

$VmName ='STA_001'

# Unbind the device from the VM

Remove-VMAssignableDevice -VMName $VmName -LocationPath $locationpath
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# Mount the device to Windows

Mount-VMHostAssignableDevice -LocationPath $locationpath

# Enable the device

Enable-PnpDevice -Instanceld (Get-PnpDevice -FriendlyName $devname).Instanceld

Step 19. On the Checkpoints page, select Standard checkpoints and click

Apply, as shown in the following figure.

) Checkpoints

You can configure options for checkpoints for this virtual machine.
Chedkpoint Type
Enable chedkpoints

Select the type of checkpoint that will be created when users choose to
checkpaint this wvirtual machine.

(3 Production checkpoints

Use backup technology in the guest operating system to create
data-consistent checkpoints that don't indude information about running
applicatons.

(@) Standard checkpoints
Create application—consgtent checkpoints that capture the current state of

pplica o

[] use automatic checkpoints

Checkpoint File Locaton

Choose where to store the checkpoint configuration and chedkpoint saved state
files for this wirtual machine.

|D: Hyper-viSTA_001\STA_D01

Browse. ..

Cancel
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Step 20. On the Automatic Start Action page, select Nothing and click Apply,
as shown below.

e Automatic Start Action

Shat do 0o
) Mo thing
) Automatically start if it was running when the service stopped
3 Always start this wirtual machine automatically

weant this wvirtual machine bto do when the physical computer starts?

Cancel

Step 21. On the Automatic Stop Action page, select Turn off the virtual

machine and click Apply and OK in sequence to save all the modified settings,
as shown below.

E'. Auvtomatic Stop Action

what do you want this virtual machine to do when the physical computer shuts down?
3 Sawe the wirtual machine state

Hyper - will reserve disk space egual to the amount of memaory used by the wirtual
machine when it is running so that memory can be written to disk when the physical
P e i

I () Turn off the wirtual machine I

3 Shut down the guest operating system

The integration service that controls shutting down the guest operating system
must be installed and enabled on the wvirbual machine.

The VM configuration is complete.
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3.2.3 STA Installation

Step 1. Prepare the STA ISO file, open the VM configuration page, and select
Add Hardware > SCSI Controller on the left. On the page that appears, click
Add, then select the Image file under DVD Drive and click Browse, as shown

below.

- o

DVD Drive

Select the controller and location on the controller to attach the CDO/OVD drive.

Controller: Location:
SCSI Controller ~ | | o gn use) —
Media
Specify the media to use with your wirtual CO/DVD drive.
) Mone

Browse. ..

To remowe the wirtual CD/DVD drive from this virtual machine, dick Remowve.

Remowve

Ok Cancel Apply

Select the path where the ISO file is located, and click Apply.

Step 2. Adjust the Boot order to the order in the red box in the following
figure and click Apply and OK in sequence, as shown in the following figure.

STA_001 - 4 » (3]

[# mHardware O Frmware

H* Add Hardware
B Firmware

Boot order

Boot from Hard Drive Select the order in which boot entries are checked to btart the operating system.
W security Type value

Secure Boot disabled — Hard Drive STA. 001 whds
W Memory = Hard Drive STA_001_data.vhdsx

8192 ME
I} Processor

& DVD Drive STA-dev-sta3.0.39-EM-3.0..32.9619(2. .. Maowe Up

tual processors 1§ Metwork Adapter  switcho
" Move Down
&l scsI Controller O mMetwork Adapter switch 1
= &l 5CS1 Controller O mMetwork Adapter switch2
= Hard Drive
STA_001_data.vhdx
0 MNetwork Adapter
switcho Details for selected boot entry:
g Network Adapter
switch1 Description: EFI SCSI Device -~
L Metwork Adapter value: D:r\Downloadipass\STA-dev-sta3.0.32-EM-3.0. 32,9619
switch2 (20230221225758)-newarch-full.iso
# Management
T - Firmware device path: AcpiEx(YMBus,0,0)/VenHw (S5 17E5A 2-089 1-42DD-B653-
I_] ame B8B0OB5C228098A,D09636 1BAA 104294DB60 572E 2FFB 1DC7F 78DB8DBE711C9 5C440A96 '
STA_DO1
[-7] Integration Services
Some services offered
‘% Checkpoints
Standard
@& Smart Paging File Location
D Hyper-ViSTA_00123\5TA_001
[ Automatic Start Action
MNone
= automatic Stop Action
Power Off

[ ox 1| canem I:I
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Step 3. Right-click the VM STA_001 and click Connect for VM startup and STA
installation. Then, click Start, as shown below.
l:' S5TA_00T on WIN-DEPBLZ293B10 - Virtual Machine Connection — O >

File  Action Media View Help

o B

The wvirtual machine 'STA 001" is turned off

To start the wirtual mechine. select ~Start’ from the Action menu

Step 4. Select Install SANGFOR STA EN 3.0.39 Automatic.

D@0 | umn|

[ | Install SANGFOR STA EN 3.0.39 Automatic

Test this media & install SANGFOR STA EN 3.0.39
Troubleshooting -->

Use the & and * keys to change the selection.
Press ‘e’ to edit the selected item, or 'c’ for a command prompt.
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Step 5. The system automatically enters the installation phase, requiring no

manual operation. First, wait until the window shown in the following figure is

displayed. Then, click Reboot to manually restart the VM. After the system

restarts, you can view the login status on the console.

CONFIGURATION CENTOS 7 INSTALLATION
Eus Help!

Complete!

CentOS is now successfully installed and ready for you to usel
Go ahead and reboot fo start usingifl

Step 6. The installation is complete.

20210527-sip3057

ent03 Linux ¥ (Core)
ernel 3.18.8-1127.19.1.el1?.x86 64 on an =xB6_ 64

moc-BHBCZ958f dac login:
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4 STA Initialization

4.1 Network Configuration

After system installation, the default ethO interface for vSTA has a pre-

configured IP address 10.251.251.251 with a 24-bit mask. You need to find a

Windows PC on the cloud platform, connect the network adapter to the same

port group and virtual switch, and set the address to an IP address in the
network segment 10.251.251.0/24 (which does not conflict with
10.251.251.251). Then, enter https://10.251.251.251 in the browser to access

the web console login page. Enter the default username (admin) and password

(admin) to log in to the console.

On the web console of VSTA, choose Network > Interfaces/Routing in the left

navigation pane. Then, on the Physical Interface/Routing page, set the IP

address and route based on the actual situation, as shown in the following

figures.

)
BER:
3

4.2 STA Login

Enter the https://STA management address in the browser of the PC. Then, on

the login page that appears, use the default username (admin) and password
(admin) to log in to the platform. The following figure shows the page after

login.
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Status
Network
Objects
Monitoring
System

Maintenance

Database Update

Packet Replay 14

Restore
Logs

SNMP Agent
Restart

Packet Capture

Sessions Current-

Status

Memory Usage Disk Usage Uptime: 1 Hours 20 Mins 4 Secs

2 5 O Threats: 0
% 4 % % System Time:  2023-02-21 12:20:35

“

Throughput' All mirrer ports -

Sessions Concurrent | New Sescions/Sec bps

0

12:26 12:27
B Outbound I Inbound

1220 12722 1224 1226 1228

Interface Cyber Command

LINoTE

If support for IPv6 is required, navigate to System > General > Network in the left

navigation pane, click the Network tab, and select Enable IPv4 and IPv6 support. After you

click OK, you need to restart the device for the settings to take effect.

Network settings

The following table describes the configuration items of network settings.

Interfaces

Administrators can choose Network > Physical Interface to add a

customized platform management address (next-hop IP address
configuration is not required). We recommend using EthO as the
management interface (which supports IPv4/IPv6). The default static IP
address 10.251.251.251/24 cannot be deleted.

Routing

1. Since STA is deployed in bypass mode, only the default route needs
to be configured, and IPv6 route configuration is supported.

2. Since network update is not required for STA, no attention needs to
be paid to whether DNS is available.

Servers

On the Objects > Assets > Advanced page:

1. If administrators can determine the IP addresses of the LAN
business system (server) and LAN PC of the customer, configure the
LAN server IP group and LAN client IP group. An update is required
when the asset scope is extended.

2. If administrators cannot determine the above IP addresses, select
Auto-discover servers and services, and leave the Custom internal
server IP group and Custom internal client IP group blank.

Enable IPv4
and IPv6

If IPv6 is available on the customer network, you need to enable IPv4
and IPv6 support on STA.
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support Choose System > General in the left navigation pane and select the
Network tab. On the tab, select Enable IPv4 and IPv6 support.

Table 3: Reference table for network settings

4.3 System Time

After you log in to vSTA for the first time, check whether the system time is
correct. Navigate to System > General > System Time tab. Then, manually

adjust the time or use the time synchronized with the NTP server based on the

actual situation.

General

System Time Metwork Licensing Web UI

Date and Tim

Date: 2023-02-21 =
System Time: 11:47:57

Sync with Local PC
Pdministrator Obtain System Time

yber Command -
Time Zone

Time Zone: (UTC+8:00) Beijing, ChongQing, Hon -~

synchronize Time with NTP Server

NTP Server: Specified -
IP/Domain Namp: | pool.ntp.org
Sync Now

4.4 Security Policy Configuration

The following table describes the configuration items of the security policy.

It is recommended that all policies be enabled on the Monitoring >

Detection Policy page.

. Note:
Detection

Policy 1. For the Proactive IP scanning policy, STA initiates a proactive IP
scan, which may be punished by regulatory authorities in specific

scenarios and requires customer consent before the policy is enabled.

2. For HTTP, FTP, MySQL, Telnet, and SSH requiring non-standard ports,
you must manually add ports before detection.

Table 4: Reference table for security policy configuration
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4.5 Cyber Command Connection

Configuration

The following table describes the configuration items to be set on the

System > Cyber Command page of the STA platform.

Cyber Enter the Cyber Command address and click Test Connectivity to
Command perform the connectivity test and ensure the address is available.
Log Types To ensure the detection effect, select Advanced logs.

Protocol Audit

1. HTTPS audit log: The HTTPS decryption key must be imported to
identify HTTPS security issues. To import the Apache private key, click
Settings > Add Private Key.

Audit File Size

The file size of more than 90% of malicious files is less than 2 MB to
facilitate transmission. Therefore, it is recommended to set the Audit
File Size to 2 MB on the Advanced page.

Table 5: Reference table for Cyber Command connection configuration
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